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Looking to hide your traf�c from ISPs? Not all VPNs are equal
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A full page ad in the New York Times, paid for by VPN provider Private Internet Access, names the 50 Republican senators who voted last week to
repeal consumer protections preventing ISPs from selling their Web tra�c data. Photo from Reddit via Twitter user @Courosa.
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As President Trump prepared to sign into law on Monday (https://www.recode.net/2017/4/3/15169748/donald-

trump-ends-federal-online-privacy-rules-fcc-data-advertisers) a bill that rolls back consumer privacy protections

(https://apps.fcc.gov/edocs_public/attachmatch/DOC-341938A1.pdf) and allows Internet service providers to sell

customer data without permission, Google searches for virtual private networks

(https://trends.google.com/trends/explore?date=today%201-m&geo=US&q=vpn), which can help consumers keep

their Internet use private, rightly skyrocketed.

VPNs use specialized software to create encrypted tunnels between consumer devices and ISPs such as

broadband Internet or cellular data providers, says Andrew Lewman, who led the Tor Project

(https://www.torproject.org/) from 2009 to 2015 and now serves Farsight Security as chief revenue o�cer. They’ve

long been popular among businesses, journalists, and activists seeking to protect their Internet activity. And over

time, they’ve become increasingly popular among consumers.

“With a VPN, all anybody will see is encrypted tra�c coming out of your device,” Lewman says. “Most VPNs will let

you route anything over them: chats, browsing, or accessing corporate �les.”

Many outlets have dedicated resources to helping people choose a VPN

(https://www.gartner.com/doc/3242518/market-guide-enterprise-infrastructure-vpns). But given a wide variety in

quality and cost, selecting the right VPN for you can require a little digging, says Richard Forno, director of the

Graduate Cybersecurity Program at the University of Maryland at Baltimore County.

“People are scared and buying the �rst VPN product they �nd,” Forno says. Before buying one, he suggests

looking at respected online reviews, such as this VPN comparison chart (https://thatoneprivacysite.net/simple-

vpn-comparison-chart/), the annual VPN comparison at TorrentFreak (https://torrentfreak.com/vpn-services-

anonymous-review-2017-170304/), and VPN reviews at respected software review sites

(http://www.pcmag.com/article2/0,2817,2403388,00.asp). He also advises looking into whether the VPN vendor

does the following:

1. Does it actually encrypt user data? [This o�ers more protection, and not all VPNs work as promised

(https://www.bleepingcomputer.com/news/security/android-vpn-apps-caught-intercepting-tra�c-failing-to-

encrypt/).]

2. Does it hide DNS lookups (http://www.pcnames.com/articles/what-is-a-dns-lookup), which can be used to

identify the VPN user? [This o�ers more protection.]

3. Does it record and log user tra�c, potentially allowing someone to unmask your identity

(http://blog.hidemyass.com/2011/09/23/lulzsec-�asco/)? [De-anonymization defeats the purpose of using a VPN.]

4. Does it activate with a single touch or click? [This adds convenience.]

5. Does it o�er a mobile app that encrypts not only Wi-Fi but cellular data? [This increases functionality.]
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Forno says very few high-quality VPNs are free to install and use. One free VPN worth consideration is The Tor

Project (https://www.torproject.org/), which hides your Internet tra�c (https://www.the-

parallax.com/2015/12/30/new-tor-director-shari-steele-gears-up-for-challenging-future-qa/) as it sends data

through a series of “hops” between servers, compared with the easier-to-decrypt single hop most VPNs use. But

because the multiple hops tend to reduce data transmission and website load speeds, Tor tends to be favored by

people for whom privacy and anonymity is more important than e�ciency.

“If you’re seriously looking at VPNs,” Forno says, “you’ve got to do some informed shopping.”
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Seth is editor of The Parallax. He has worked in online journalism since 1999, most recently at CNET News, where he led

coverage of security, privacy, and Google. Based in San Francisco, he also writes about connected technology and pop

culture.
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